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Policy brief & purpose 

The goal of the data protection policy is to depict the legal data protection aspects in one summarising document. It 

can also be used as the basis for statutory data protection inspections, e.g. by the customer within the scope of 

commissioned processing. This is not only to ensure compliance with the European General Data Protection 

Regulation (GDPR) and Data protection Act (DPA) 2018 but also to provide proof of compliance. Our data protection 

officer or DPO is Vanessa Brooks and the policy abides by the following legislation: 



The Hub Educational Services CIC Data Protection Policy 
 

• The Data Protection Act 2018 (DPA) 

• The UK General Data Protection Regulation (UK GDPR) 

• The Digital Economy Act (DEA) 

• The Freedom of Information Act 2000 (FOI) 

• The Environmental Information Regulations 2004 

• The Human Rights Act 1998 

• Commercial data contracts and the Statistics and Registration Services Act (the SRSA). 

The Hub Educational Services CIC is an alternative provision, tuition and SEND support not for profit organisation. 

We take data protection very seriously and ask permission from our clients before sharing or using images or 

sensitive data. The only exclusion to this would be in the matter of child protection where a child would be put at 

risk or harm by sharing of information. We are registered with ICO and have a registration document to show our 

commitment to compliance. 

 
Our Company Data Protection Policy refers to our commitment to treat information of employees, customers, 

stakeholders and other interested parties with the utmost care and confidentiality that all data is handled 

appropriately and that we are compliant with relevant laws surrounding data protection and GDPR. 

 
 
 
 
 
 
 
 
 
 
 
 

The seven golden rules for sharing information 
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Privacy Statement 

Our contact details 

Name: The Hub Educational Services CIC 

Address:148 Loughborough Road, Hathern, LE12 5JB 

Phone Number:07595757197 

E-mail:vanessa@thehub-cic.co.uk 

 
What information we collect, use, and why We collect or use the following information for student education and 

welfare: 

• Names and contact details for students/children 

• Names and contact details for carers 

• Gender 

• Pronoun preferences 

• Date of birth 

• Dietary requirements (including vegetarian, vegan, gluten free and halal requirements) 

• Payment details and financial information including transactions 

• Special Educational Needs and Disabilities (SEND) or additional support information (includes reasonable 

adjustments and special educational needs and disabilities) 

• Welfare information (includes family and home life circumstances and history) 

• Details of any criminal convictions 

• Photographs 

• Biometric data for identification, access or payment purposes 

• Attendance and reason for absence data 

• Account access information 

• Exam results and qualifications 

mailto:vanessa@thehub-cic.co.uk
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• Progress reports 

• Information relating to compliments and complaints 

• Exclusion, suspension and behavioural information We also collect or use the following information for student 

education and welfare: 

• Health information We collect or use the following information for disciplinary investigations or to prevent, detect, 

investigate or prosecute crimes: 

• Names and contact details for students/children 

• Names and contact details for carers 

• Gender 

• Special Educational Needs and Disabilities (SEND) information (includes reasonable adjustments and special 

educational needs and disabilities) 

• Attendance and reason for absence data 

• Witness statements and contact details 

• Records and reports 

• Video recordings of public areas (including entrances and outside spaces to which some or all members of the 

public have access) 

• Video recordings of student access areas (including classrooms, corridors, canteens and outside spaces to which 

students have access) We collect or use the following personal information for dealing with queries, complaints or 

claims: 

• Names and contact details 

• Address 

• Video recordings of public areas 

• Dashcam footage - inside vehicle 

• Witness statements and contact details 

• Financial transaction information • Information relating to health and safety (including incident investigation details 

and reports and accident book records) 

• Special Educational Needs and Disabilities (SEND) or additional support information (includes reasonable 

adjustments and special educational needs and disabilities) We collect or use the following information for 

information updates or marketing purposes: 

• Names and contact details 

• Marketing preferences 

• Records of consent, where appropriate We collect or use the following information for archiving purposes: 

• Names and contact details 

• Addresses We collect or use the following information for recruitment purposes: 

• Contact details (eg name, address, telephone number or personal email address) 

• Date of birth 

• National Insurance number 

• Copies of passports or other photo ID 

• Employment history (eg job application, employment references or secondary employment) 

• Education history (eg qualifications) 

• Right to work information 

• Details of any criminal convictions (eg DBS, Access NI or Disclosure Scotland checks) We collect or use the 

following information to comply with legal requirements: 

• Identification documents 

• Health and safety information 

• Criminal offence data (including Disclosure Barring Service (DBS), Access NI or Disclosure Scotland checks) 

Lawful bases and data protection rights Under UK data protection law, we must have a “lawful basis” for collecting 

and using your personal information. There is a list of possible lawful bases in the UK GDPR. You can find out 

more about lawful bases on the ICO’s website. Which lawful basis we rely on may affect your data protection rights 
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which are in brief set out below. You can find out more about your data protection rights and the exemptions which 

may apply on the ICO’s website: 

• Your right of access - You have the right to ask us for copies of your personal information. You can request other 

information such as details about where we get personal information from and who we share personal information 

with. There are some exemptions which means you may not receive all the information you ask for. You can read 

more about this right here. 

• Your right to rectification - You have the right to ask us to correct or delete personal information you think is 

inaccurate or incomplete. You can read more about this right here. 

• Your right to erasure - You have the right to ask us to delete your personal information. You can read more about 

this right here. 

• Your right to restriction of processing - You have the right to ask us to limit how we can use your personal 

information. You can read more about this right here. 

• Your right to object to processing - You have the right to object to the processing of your personal data. You can 

read more about this right here. 

• Your right to data portability - You have the right to ask that we transfer the personal information you gave us to 

another organisation, or to you. You can read more about this right here. 

• Your right to withdraw consent – When we use consent as our lawful basis you have the right to withdraw your 

consent at any time. You can read more about this right here. If you make a request, we must respond to you 

without undue delay and in any event within one month. To make a data protection rights request, please contact 

us using the contact details at the top of this privacy notice. Our lawful bases for the collection and use of your data 

Our lawful bases for collecting or using personal information for student education and welfare are: 

• Consent - we have permission from you after we gave you all the relevant information. All of your data protection 

rights may apply, except the right to object. To be clear, you do have the right to withdraw your consent at any 

time. 

• Contract - we have to collect or use the information so we can enter into or carry out a contract with you. All of 

your data protection rights may apply except the right to object. 

• Legal obligation - we have to collect or use your information so we can comply with the law. All of your data 

protection rights may apply, except the right to erasure, the right to object and the right to data portability. Our 

lawful bases for collecting or using personal information for disciplinary investigations or to prevent, detect, 

investigate or prosecute crimes are: 

• Consent - we have permission from you after we gave you all the relevant information. All of your data protection 

rights may apply, except the right to object. To be clear, you do have the right to withdraw your consent at any 

time. 

• Contract - we have to collect or use the information so we can enter into or carry out a contract with you. All of 

your data protection rights may apply except the right to object. 

• Legal obligation - we have to collect or use your information so we can comply with the law. All of your data 

protection rights may apply, except the right to erasure, the right to object and the right to data portability. Our 

lawful bases for collecting or using personal information for dealing with queries, complaints or claims are: 

• Consent - we have permission from you after we gave you all the relevant information. All of your data protection 

rights may apply, except the right to object. To be clear, you do have the right to withdraw your consent at any 

time. 

• Contract - we have to collect or use the information so we can enter into or carry out a contract with you. All of 

your data protection rights may apply except the right to object. 

• Legal obligation - we have to collect or use your information so we can comply with the law. All of your data 

protection rights may apply, except the right to erasure, the right to object and the right to data portability. Our 

lawful bases for collecting or using personal information for information updates or marketing purposes are: 

• Consent - we have permission from you after we gave you all the relevant information. All of your data protection 

rights may apply, except the right to object. To be clear, you do have the right to withdraw your consent at any 

time. Our lawful bases for collecting or using personal information for archiving purposes are: 
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• Consent - we have permission from you after we gave you all the relevant information. All of your data protection 

rights may apply, except the right to object. To be clear, you do have the right to withdraw your consent at any 

time. Our lawful bases for collecting or using personal information for recruitment purposes are: Our lawful bases 

for collecting or using personal information to comply with legal requirements are: 

• Consent - we have permission from you after we gave you all the relevant information. All of your data protection 

rights may apply, except the right to object. To be clear, you do have the right to withdraw your consent at any 

time. 

• Contract - we have to collect or use the information so we can enter into or carry out a contract with you. All of 

your data protection rights may apply except the right to object. 

• Legal obligation - we have to collect or use your information so we can comply with the law. All of your data 

protection rights may apply, except the right to erasure, the right to object and the right to data portability. 

• Public task - we have to collect or use your information to carry out a task laid down in law, which the law intends 

to be performed by an organisation such as ours. All of your data protection rights may apply, except the right to 

erasure and the right to portability. Where we get personal information from • Directly from you 

• Parents or carers 

• Local authorities or local councils 

• Social services 

• Other education establishments 

• Health care providers 

• Professional consultants 

• Government websites How long we keep information For up to 10 years depending on the information. A full 

schedule of timelines can be found in our data protection policy. Who we share information with Others we share 

personal information with 

• Parents and carers 

• Local authorities 

• Social services 

• Pupil Referral Units (PRU’s) or Education Otherwise at School Centres (EOTAS) 

• Specialist teachers such as peripatetic workers or speech and language therapists 

• Examination boards and bodies 

• Organisations we need to share information with for safeguarding reasons 

• Emergency services 

• Relevant regulatory authorities 

• External auditors or inspectors 

• Organisations we’re legally obliged to share personal information with 

• Publicly on our website, social media or other marketing and information media How to complain If you have any 

concerns about our use of your personal data, you can make a complaint to us using the contact details at the top 

of this privacy notice. If you remain unhappy with how we’ve used your data after raising a complaint with us, you 

can also complain to the ICO. The ICO’s address: Information Commissioner’s Office Wycliffe House Water Lane 

Wilmslow Cheshire SK9 5AF Helpline number: 0303 123 1113 Website: https://www.ico.org.uk/make-a-complaint 

 

 
The type of personal information we collect 

We currently collect and process the following information: 

• Personal identifiers, contacts and characteristics (for example, name and contact details) 

• Customer financial information 

• Student educational and progress data 

• SEND information 

• Parental contact details including email addresses 

• Personal documentation of staff members 

https://www.ico.org.uk/make-a-complaint
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• Employee Data 

 
The rights of an individual: 

Under the Data Protection legislation, data subjects have the following rights with regards to their personal 
information: 

 

• the right to be informed about the collection and the use of their personal data 

• the right to access personal data and supplementary information 

• the right to have inaccurate personal data rectified, or completed if it is incomplete 

• the right to erasure (to be forgotten) in certain circumstances 

• the right to restrict processing in certain circumstances 

• the right to data portability, which allows the data subject to obtain and reuse their personal data for 
their own purposes across different services 

• the right to object to processing in certain circumstances 

• rights in relation to automated decision making and profiling 

• the right to withdraw consent at any time (where relevant) 

• the right to complain to the Information Commissioner 
 
 

 
How we get the personal information and why we have it 

 
Most of the personal information we process is provided to us directly by you for one of the following reasons: 

• To support our work with children and young people 

• To assist in claiming renumeration 

• To ensure staff meet the qualifying criteria 

We also receive personal information indirectly, from the following sources in the following scenarios: 

• Schools and the local authority 

• Parents 

• Alternative provisions 

• External specialists such as Educational Psychologists 

We use the information that you have given us in order to: 

• Devise a suitable package and offer for our learners 

• Contact schools and organisations we work with 

• Contact and communicate with third parties 

• Share information with commissioners of our services 

We may share this information with schools, parents, The Local Authority, Social services, police and other 

supporting services. 

Under the UK General Data Protection Regulation (UK GDPR), the lawful bases we rely on for processing this 

information are: 

(a) Your consent. You are able to remove your consent at any time. You can do this by contacting Vanessa 
Brooks 

 
(b) We have a contractual obligation. 
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(c) We have a legal obligation. 

 
Scope 

 
This policy refers to all parties (employees, job candidates, customers/clients, suppliers etc.) who provide any 

amount of information to us. 

 
Who is covered under the Data Protection Policy? 

 
Employees of our company must follow this policy. Contractors, consultants, partners and any other external entity 

are also covered. Generally, our policy refers to anyone we collaborate with or acts on our behalf and may need 

occasional access to data. 

 
CCTV 

 
Within all of our buildings, there is CCTV this will be switched on by the 11th January 2024 and will 

remain on at all times. This CCTV is stored on an external cloud based hard drive and has been put up 

with both staff and safety. It is our policy that if there is an incident that has to be reported, the external 

agencies will have the right to access this footage without seeking further parental request. 

 
 

 
Policy elements 

 
As part of our operations, we need to obtain and process information. This information includes any offline or 

online data that makes a person identifiable such as names, addresses, usernames and passwords, digital 

footprints, photographs, social security numbers, financial data etc. 

 
Our company collects this information in a transparent way and only with the full cooperation and knowledge of 

interested parties. Once this information is available to us, the following rules apply. 

 
Our data will be: 

 
● Accurate and kept up-to-date 

● Collected fairly and for lawful purposes only 

● Processed by the company within its legal and moral boundaries 

● Protected against any unauthorized or illegal access by internal or external parties 

Our data will not be: 

● Communicated informally 

● Stored for more than a specified amount of time 

● Transferred to organizations, states or countries that do not have adequate data protection policies 

● Distributed to any party other than the ones agreed upon by the data's owner (exempting legitimate 

requests from law enforcement authorities) 

 
In addition to ways of handling the data the company has direct obligations towards people to whom the data 

belongs. Specifically we must: 
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● Let people know which of their data is collected 

● Inform people about how we'll process their data 

● Inform people about who has access to their information 

● Have provisions in cases of lost, corrupted or compromised data 

● Allow people to request that we modify, erase, reduce or correct data contained in our databases 

 
Actions 

 
To exercise data protection we're committed to: 

 
● Restrict and monitor access to sensitive data 

● Develop transparent data collection procedures 

● Train employees in online privacy and security measures 

● Establish clear procedures for reporting privacy breaches or data misuse 

● Include contract clauses or communicate statements on how we handle data 

● Establish data protection practices (document shredding, secure locks, data encryption, frequent backups, 

access authorization etc.) 

 

Access to Data Under data protection legislation: Parents and learners have the right to request access to the 

information that we hold about them. Should staff be approached with such as request, please direct them to the 

DPO or to contact us directly through our website. SARS requests usually take no more than 28 days and a written 

copy would cost £10. If a child is under 16 then this request would usually be made through a parent or carer. 

Children over the age of 14 may make the request alongside parents. 

 
Disciplinary Consequences 

 
All principles described in this policy must be strictly followed. A breach of data protection guidelines will invoke 

disciplinary and possibly legal action. 

 
 
 
 
 
 
 
 
 
 
 
 

Data Retention length 
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Data Breaches 

A data breach is any instance where personal data is accidentally or unlawfully disclosed, destroyed, 

lost or altered or if there is unauthorised access to personal data, either in hard copy or electronic, 

including through cyber-attacks. 

+Any breach or suspected breach must be reported immediately to the DPO, who will take further 

action as described below: 

1) Review the circumstances and nature of the breach and, where needed alert an NLT director to 

assist in ongoing investigation, containment, reporting to police and follow up actions. 

2) Take steps to halt the breach (if still ongoing), and to minimise reach and impact of the breach, 

including notifying the bank of any financial risks, and pausing access to email accounts, changing any 

access codes or passwords as needed. 

3) Inform the Information Commissioner’s Office (ICO) within 72 hours including any known or risk of 

impact on individuals, communities or groups – eg if released emails may become involved in phishing 

attacks. 

4) Agree a Plan of communications to individuals who may be initially affected 

5) A full investigation will then be undertaken, with follow up communications to all involved in the 

steps taken to rectify and reduce further risks. 

 
Further reading: 

 
● Data Protection Act of 1998 (UK) 

http://www.legislation.gov.uk/ukpga/1998/29/contents

